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Abstract

The counterfeiting Protocol ARP or ARP Spoof is a serious problem in the
Ethernet network. The problem relates to the intervention of the system or
interception of information (MITM: Man of the Middle). Several research papers
try to solve the problems but they still have some drawbacks regarding
incompatibility with the communication standard of Protocol ARP. The protection
is not effective and difficult to manage and cost more. In this paper, the
researcher applies the mechanism of DepMAC-IP algorithm and Gratuitous ARP
technique on the DHCP server and Gateway for network security and stability to
guard against ARP spoofing on ethernet networks. The result of the research can
be applied to the guideline with DHCP server and Gateway. It make the server
more robust with regards to security and efficiency.
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